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Detect PreventTolerate
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Strong BarriersStrong Barriers
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www.darpa.mil?

www is
192.5.18.70

darpa is
192.5.18.99

Authenticated
Name-Address

Mappingsmil is
164.117.176.1

(root)
says:

darpa
says:

.mil
says:

Network: DNS SecurityNetwork: DNS Security
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Middleware: CORBAMiddleware: CORBA
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Microkernel

Process Manager

Security Manager

Untrusted App Trusted
App

OS:Nested ProcessesOS:Nested Processes
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Input Output Application

Intercept Action

monitor

   filter encrypt
replicate

Application:WrappersApplication:Wrappers
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Local Intrusion
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Intrusion DetectionIntrusion Detection
•• State-of-the-PracticeState-of-the-Practice

––Pattern matching on known attacksPattern matching on known attacks

•• Program focusProgram focus
––Statistical Anomaly DetectionStatistical Anomaly Detection

––Model-Based ProfilesModel-Based Profiles

Detect Previously Unknown Attacks
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Old vs New AttacksOld vs New Attacks

Probe DoS Root Remote

Old

New
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New DirectionsNew Directions
Global
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Global DetectionGlobal Detection

Distinguish events of 
elevated significance

from those of only
local interest
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D

E1 E2 E3

A1

A2
C

E  Event Generator
A  Event Analyzer
D  Event Database
C  Controller

Standard API

Common Intrusion
Detection Framework

Common Intrusion
Detection Framework
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Maximize ability toMaximize ability to
continue criticalcontinue critical

operations followingoperations following
partial compromisepartial compromise

Intrusion Tolerant
Systems

Intrusion Tolerant
Systems
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Photo
Editor

M1
Wrapper:
• Verifies Marks
• Adds New One

M1M2

Data Integrity MarksData Integrity Marks
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Code Consumer

Theorem
Prover
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Proof

Policy

Code Producer

Code

Proof Carrying CodeProof Carrying Code
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Tolerant Software
Analogy to Mechanical Parts

Tolerant Software
Analogy to Mechanical Parts

Tolerate:Tolerate:
•• ImprecisionImprecision

•• CompletenessCompleteness

•• LatencyLatency

IdeasIdeas
•• Active interfacesActive interfaces

•• Probabilistic methodsProbabilistic methods
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1. Random string
inserted on stack

Artificial Diversity
Example: Buffer Overflow Attack

Artificial Diversity
Example: Buffer Overflow Attack

Buffer

Return Address

Attack Code

Canary

2. Checked
before return
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Intrusion Tolerant
Networks

Intrusion Tolerant
Networks

Maximize residualMaximize residual
capacity of networkcapacity of network

infrastructure followinginfrastructure following
partial compromisepartial compromise
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•• Market-Based AllocationMarket-Based Allocation

•• Progress-Based ProtocolsProgress-Based Protocols

Denying
Denial-of-Service

Denying
Denial-of-Service
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Attacker Target

TracebackActive
Blockade

Network

Active Net ResponseActive Net Response
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Layered DefenseLayered Defense
Detect PreventTolerate


